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I. Generally: 

a. Ways of studying Cyberlaw: 

i. The Law of the Horse: Easterbrook. 

1. Easterbrook argues that specific classes aren’t needed; eg, the best way to think of a particular issue in Cyberlaw is to think of it as a contract issue, a copyright issue, etc.  law should work the same way everywhere.  

2. The study of law should be of unifying principles.

3. Theme of the class seems to be that Easterbrook is dead wrong – translating the CL or existing laws into Cyberspace seems hopeless.   

ii. Lessig: 

1. There is a difference in the spaces of law.  

a. Eg, zoning regulations/porn from real space to cyberspace.  

2. Four ways to shape behavior/constraints.  

a. Law

b. Social norms

c. Markets 

d. Architecture 

b. The Internet Boom: 

i. Fueled by: 

1. Packet-switching

2. Distributed nature of the network (difficult to regulate)

3. TCP-IP

4. Global network

5. Inexpensive access

6. Efficiency 

7. Anonymous/pseudonymous speech 

c. Metaphor & Analogy 

i. Present in all legal analogy; attys argue whether past prior precedent should be applied.  





ii. Trespass to Chattels: 

1. Ebay v. Bidder’s Edge

a. ND of CA, 2000

b. BE used software to scan auction houses; tried to work out licensing agreement with ebay and failed.  Used 1% of ebay’s bandwidth.  

c. Ebay sued using trespass to chattels.  

i. Intentional

ii. Interference

iii. Without authorization

iv. Causes 

v. Damages

1. Actual 

2. Or merely threatened.  

d. Ebay gets the preliminary injunction!  

2. Intel v. Hamidi

a. Hamidi sends 6 emails to a thousand or so Intel EEs.  Intel sues, claiming trespass to chattels.  

i. Claims he’s distracting EEs, self-help didn’t work.  

ii. Ct: Intel didn’t suffer actual harm.  They’re bootstrapping. 

iii. Dissent: individual ought to have right to have personal property free from interference.  

iii. Customer Confusion and Online Trademarks (TMs) 

1. Test: customer confusion under the Lanham Act.  

a. TMs protected under state and federal statutes.  

b. TM owner must show likelihood of confusion.  

c. Dilution claims are a little different: weakening of the signaling power of the mark.  Feds only protect famous marks. 

2. Purpose of TM law is to protect the customer (reduce search costs) and protect the mark owner (benefit from the money spent building up goodwill).  

3. Brookfield Communications, Inc. v. West Coast Entertainment Corp.  

a. 9th Circuit, 1999

b. Brookfield made marketing software for professionals in entertainment industry.  Mad consumer version called MovieBuff.  Tried to register moviebuff.com, but it had already been registered by West Coast.  

c. Registered MovieBuff as mark for goods and services, issued in 1998.  That year, learned that West Coast intended to launch website with searchable database similar to MovieBuff.  

d. Court: 

i. MovieBuff is valid, protectable TM interest.  

ii. Initial interest confusion: 

1. Analogy of ending up at the wrong burger stand b/c of erroneous signage.  

2. Brookfield must show that public is likely to be confused about the source or sponsorship of moviebuff.com and would associate that site with Brookfield.  

a. Factors: strength of mark, marketing channels used, degree of care likely to be exercised by purchasers in selecting goods, West Coast’s intent in selecting this mark, evidence of actual confusion, and likelihood of expansion in product lines.  

3. Additionally, use of the mark in metatags, though unseen by consumers, could result in initial interest confusion.  

4. Disclaimer on the site wouldn’t be adequate, even though would only result in a few seconds’ delay to the consumer.  

5. However, could have said, “Why pay for MovieBuff when you can get the same thing here for free!” 

4. Planned Parenthood Federation of America v. Bucci

a. SDNY, 1997

b. Bucci registered plannedparenthood.com and when people hit site, would read about the cost of abortion.  

c. Lanham act forbids use of mark in commerce; Bucci claimed he wasn’t selling anything. 

d. Court rejects: Bucci’s actions affected P’s ability to offer services “in commerce.”  Internet users are national audience who use interstate phone lines to access the website.  

e. Likelihood of confusion analysis: 

i. Strength of mark, degree of similarity between marks, competitive proximity of products or services, likelihood P can bridge the gap between markets, existence of actual confusion, D’s good faith in adopting the mark, quality of the D’s product, sophistication of the purchasers. 

f. Court reject’s Bucci’s claim that he has 1st A protections b/c “welcome to plannedparenthood.com” isn’t communicative, but source identifier.  

5. PETA v. Doughney: 

a. 4th Circuit, 2001

b. People for Eating Tasty Animals site.  

c. Doughtney says not in commerce.  

i. Court: PETA doesn’t have to show Doughney actually sold or advertised goods, but that he prevented users from getting to PETA’s site.  (Also, he has commercial ad links.) 

d. Doughney says his site is a parody and should be excused from liability. (Ct. rejects: just copies PETA’s mark.) 

i. If domain name were communicating something, eg, petasucks.com, it might have 1st A protection.  




II. Problems of Geography & Sovereignty: Theoretical Debate.  

a. Background: 

i. Not unique to Cyberspace, but creates challenges for legal scheme premised on fixed territorial borders & nation/state borders.  

ii. Internet from beginning heralded new world order of interconnection & decentralization; globalization was “specter” of increasing transnational & supernational governance & increasing mobility.

1. Local communities now affected by activities & entities with no local presence.    

iii. Nations reacted by passing laws to regulate online activity such as gambling, TM, Ks, indecent content & crime.  

b. Scenarios: 

i. If person posts something where it’s legal, but illegal elsewhere, can that person be subject to suit?  

ii. Is online activity sufficient to be subject to jurisdiction? 

c. Philosophy Talk: 

i. Johnson & Post: Law & Borders – the Rise of the Law in Cyberspace.  

1. Cyberspace threatens “territory” based lawmakers.   

2. Physical borders aren’t arbitrary creations.  They bear a logical relationship to the development & enforcement of sovereignty & statehood.  

a. Physical borders - Four considerations: 

i. Power: control over physical space & people & things in it – attribute of sovereignty & statehood.  

ii. Effects: correspondence between physical boundaries & law/space boundaries reflects relationship between physical boundaries in a particular behavior.  

iii. Legitimacy: people inside a border are the source of the lawmaking authority for the activities inside the border.  

iv. Notice:  physical boundaries delineate “law space” – physical location of certain laws.  

3. Cyberspace is different – can’t exert control in the same way.

a. Descriptive: Evasion (move offshore)

b.  Normative: Legitimacy (sovereigns can’t regulate internet)

c. Effects: Regulatory Spillover (laws “leaking” from one sovereign to the next.   

ii. Jack Goldsmith: Internet & the Abiding Significance of Territorial Sovereignty 

1. Internet facilitates cheap, fast, difficult-to-detect multi-jurisdictional transactions.  

a. But so what?  Lots of things like this going on in the real world, too.  

b. The “unexceptionalist” position.  

2. Territorial sovereignty is relevant to internet regulation.  

a. Medium through which people in real space communicate. 

b. Territorial sovereignty supports regulation of people who use the internet.  

c. It’s a nation’s prerogative to control events in its territory – have the power to regulate the local effects of the extraterritorial acts.  

d. (The response: territorial regulation isn’t feasible b/c the source of the internet transactions can be outside the country; unilateral territorial regulation of the internet leads to overlapping and inconsistent regulation of the same transaction; unilateral territorial regulation of the internet produces significant “spillover.”) 

iii. Some ways of handing these issues: 

1. Harmonization. 

a. Get different sovereigns to have the same rules.  

2. Global regulatory body 

3. Filters

iv. Goldsmith: Against Cyberanarchy

1. More unexceptionalism

2. Extraterritorial regulation is OK if it has local effects

a. Effects doctrine (new – last 100 years). 

3. Review from the book more.  

III. The Jurisdiction Issue

a. Three types: 

i. Jurisdiction to Prescribe: 

1. Community’s right to apply its legal norms to a given dispute

ii. Jurisdiction to Adjudicate: 

1. Community’s ability to subject persons or things to the legal process. 

iii. Jurisdiction to Enforce: 

1. Community’s ability to induce or compel compliance with a state’s laws through judicial or non-judicial actions.

b. Analysis: 

i. Jurisdiction? 

ii. Choice of law? 

iii. Enforcement of judgment? 
  

c. Extraterritorial Regulation of Speech

i. Miller v. California: 

1. SCOTUS, 1973: 

2. State could constitutionally prohibit obscene speech.  

3. Test: 

a. Whether the average person, applying contemporary community standards would find that the work, taken as a whole, appeals to the prurient interest; 

b. Whether the work depicts or describes, in a patently offensive way, sexual conduct specifically defined by applicable state law; 

c. Whether the work, taken as a whole, lacks serious literary, artistic, political, or scientific value.  

4. Since Miller, attempts to regulate sexually explicit speech at federal & local level will often tie the legality of the speech to whether it is consistent with “contemporary community standards.”  

ii. ACLU v. Reno: 

1. 3rd Circuit, 2000

a. the Exceptionalist position.  

2. Child Online Protection Act (COPA) prohibits individual or entity from: 

a. Knowingly and with knowledge making “harmful to minors” material available to minors. 

i. Harmful to minors involves the Miller three-part test.  

b. Court finds key difference between web publishers & brick & morar publishers: web publishers can’t limit access to sites based on location of Internet users. 

i. Would force them to abide by the MOST stringent community standard – overreaching burden on constitutionally protected speech.  

iii. Ashcroft v. ACLU

1. SCOTUS, 2002

a. Unexceptionalist position. 

b. Doesn’t believe in “unique characteristics” of internet compared to regular publishing.  

c. Problem with unexceptionalist position: 

i. Difference between web publishing & magazines (distribution of magazines vs. website).

2. Remanded.  

3. Hold only that the statute isn’t overbroad – COPA’s reliance on community standards doesn’t render it overbroad for purposes of the 1st A.  

4. O’Connor’s concurrence: wouldn’t be that hard to come up with national standards for obscenity. 

5. Dissent: 

a. (Kennedy, Souter, Gisburg): Economics & tech of Internet communication is different from phones & mail. 

b. Court of appeals was correct to focus on COPA’s incorporation of varying community standards as way to overturn it.  

c. When went back up to SCOTUS, Kennedy ruled that COPA violated 1st A, and affirmed & remanded. 
 




iv. La Ligue Contre le Racisme et l’Antisemitismee v. Yahoo! Inc. 

1. Part I. 

2. Declaration by French Court that Yahoo will have to restrict French visitors from auctions where Nazi items are featured.  

a. Support for Goldsmith (unexceptionalist): 

i. Effects doctrine: harm felt within another jurisdiction.  (from US into France)

b. But the problem is how to enforce: how can France regulate Yahoo, since it’s in another country? 

i. If France can, then other countries can restrict content in their countries – would be a race to the bottom.  Would only have content that’s available everywhere.  

c. Result is another extraterritorial effect: Either export our 1st A speech ideas, which aren’t lawful in France, or France exports their laws into the US. 

3. Court orders Yahoo to “take all such measures as would dissuade and prevent access.”  

a. Yahoo takes material down voluntarily.  

v. ALA v. Pataki

1. SDNY, 1997

2. Dormant Commerce Clause issue: states can’t regulate interstate commerce. 

a. Analysis: 

i. Facial discrimination

ii. Not facially discriminatory: 

1. Engage of balancing test of the legitimate state interest vs. the burden on interstate commerce.  

2. Balancing test is useful b/c it balances approaches for rapidly changing tech, but there’s no predictive value, no bright line rules.  Difficult to shape behavior.  

3. NY law made it illegal to communicate certain types of sexual things with minors.  (but actors may not be in NY!)   

4. ALA filed action for declaratory & injunctive relief, contending act unduly burdens speech in violation of the 1st A and b/c it violates DCC.  

5. Court holds DCC violations: 

a. Represents unconstitutional projection of NY law into conduct taking place outside of NY borders. 

i. Even NY to NY email may pass outside NY borders. 

b. Although protecting children is worthy goal, the burdens exceed local benefit.  

6. Internet is area of commerce that should be marked off as national preserve – Congress should occupy the field.  

vi. Washington v. Heckel: 

1. SC of WA, 2001 

2. OR resident spamming Washingtonians.  WA had anti-spam law; required that the spammer knows or has reason to know recipients are WA residents.  (vs. NY law, which didn’t require any knowledge.)

3. DCC analysis:  Not openly discriminatory, so must engage in a balancing test.  

a. Ct finds it’s not unduly burdensome ( burden of compliance (whereas the NY judges looked at the burden of NON-compliance).  


d. Jurisdiction to Adjudicate

i. Shows up in Ecommerce & Copyright Disputes.  

ii. Generally: (judges like to apply own law) 

1. In many cases, consumer won’t know where the website they hit is located.  

2. Forum selection clauses might not fully resolve the dilemma, b/c some countries might not consider them valid.  

3. Civil Procedure: 

a. International Shoe: Minimum Contacts 

b. WW VW: must be reasonably foreseeable that party would be haled into court in the form.  

c. Asahi: simply placing item in the stream of commerce, without more, isn’t enough of an act toward the forum state to justify personal jurisdiction; requires some additional volitional activity targeted toward the forum state.  Purposeful Availment.  

i. Unclear how this case would turn out today: assume that owner of a website knows he’s sending electronic signals to all states; is that mere knowledge sufficient to establish basis for jurisdiction/purposeful availment? 

iii. Jurisdiction based on online interaction: 

1. Inset Systems v. Instruction Set

a. District of CT, 1996: Domain name/TM dispute, with one party in CT and one in MA.  Court holds that ISI directed advertising activities via the Internet (by having a website) to ALL states and once ISI placed the ad on the internet, it was available continuously to any user (even those in CT).  ISI has “purposefully availed” itself of the privilege of doing business in CT. 

b. Standard has become all or nothing – once you avail yourself of the web, it’s all or nothing in every 50 states.  

2. Effect of Inset rule: 

a. Having a website gives personal jurisdiction in all 50 states. 

b. Hugely increases the burden of litigating on the D.   

3. Specific Jurisdiction: 

a. Requires: 

i. Minimum contacts

ii. Cause of action related to the contacts

1. For cyberlaw, talk about the effects.  

iii. Reasonableness of jurisdiction 


4. Zippo Manufacturing Co. v. Zippo.com 

a. Influential decision that’s talked about a lot, but not applied.  

b. Court has system for types of websites: 

i. Passive: does little more than make information available to browsers. 

1. Not grounds to exercise personal jurisdiction. 

ii. Interactive: user can exchange information with the host computer. 

1. Exercise of jurisdiction is determined by examining the level of interactivity and commercial nature of the exchange of information that occurs on the website. 

iii. Business: operator enters into Ks with residents of foreign jurisdiction that involve knowing and repeated transmission of computer riles.  

1. Jurisdiction is proper.  

c. In the case, the court found that zippo.com repeatedly & consciously chose to process PA residents’ applications and to assign them passwords.  

5. Calder “effects” test: 

a. Personal jurisdiction may be based upon: 

i. Intentional actions

ii. Expressly aimed at the forum state

iii. Causing harm, the brunt of which is suffered – and which the D knows is likely to be suffered – in the forum state.  

6. Winfield Collection, Ltd. V. McCauley 

a. Woman in TX purchased patterns from MI manufacturer, sold them on ebay.  

b. Court determines she didn’t purposefully avail herself of MI contacts by letting the bidders in MI buy the products.  

c. Court is looking at something like targeting, although it’s not clear what it would take.  (Inset – just letting them bid would probably be enough, and if used the Zippo scale, would also probably be enough.)

7. Young v. New Haven Advocate: 

a. Effect felt in very different forum.  (Attack on man in charge of prisons in VA.) 

b. Court found no jurisdiction b/c the websites, although accessible in VA were focused on activity in New Haven, CT.  No indicia of targeting – local weather, news, etc.  Nothing of interest to out of starters.  

e. Judgment Recognition & Power of Persuasion 

i. Generally: courts are dependent on whether or not their orders are enforced to exercise their powers.   (Having a judgment is only the first part of the battle!) 

ii. Yahoo v. La Ligue Contre le Racisme et l’Antisemitisme

1. Yahoo seeks declaratory judgment that French orders aren’t cognizable or enforceable under US laws.  

a. Two args: French court lacked jurisdiction or 

1st A. 

2. ND of CA hears case: determines that it can’t enforce a foreign order that violates the protections of the Constitution by chilling speech in US borders.  Comity is outweighted by the court’s obligation to uphold the 1st A.  

iii. Citron v. Zundel: Canadian Human Rights Tribunal

1. Complaints which asked the tribunal to apply the Canadian Human Rights Act via the Internet.  

2. Zundel posted material (from US) to expose Jews to hatred or contempt.  (Law originally enacted for phone communications, but purpose remains the same in internet context.) 

3. Tribunal determines the unlawful content, but realizes their d determination has no bite.  Simply symbolic. 

iv. Yahoo v. La Ligue Contre Le Racism

1. At the 9th Circuit, the majority holds that there was no specific jurisdiction over La Ligue for DC to make its determination. 

a. Three parts: 

i. Contacts 

1. Require purposeful availment.  (This is where the case fails. Contacts aren’t wrongful.) 

2. Any foreign litigant suing in CA would find itself subject to suit, even if the act occurred a foreign country and the party had no other connection to CA.  No foreign party would initiate legal action without resources to themselves appear in opposing party’s home jurisdiction. 

ii. Claim related to contacts

iii. Reasonableness



f. Jurisdiction to Enforce: 

i. Generally: 

1. Coercive power to seize other than rhetorical. 

2. In the case of the internet, Verisign and ICANN have some power.  

a. ICANN: controls domain name system: and that ability can have consequences for people in different areas of the world.  

b. No way to avoid ICANN – no regulatory evasion problem.  

3. Three kinds: UDRP, ACPA in personam, ACPA in rem.

ii. Illustration: Domain Names as TMs.  

1. Laws: CL, ACPA.  

2. TM Law in the US: 

a. TMs can be words, names, symbols & devises,  smells, color – anything used in connection with sale of product/service to signify the origin of the product. 

i. The policy: signify to the consumers what the source is.  

ii. The touchstone of a TM infringement action is consumer confusion.  

b. TM coverage has expanded to give owners more rights.  Not just competitive products, but ‘related’ services or products.  

3. Lanham Act: forbids the use in commerce of a registered mark that’s likely to cause confusion.  

a. Holiday Inn v. 800 Reservation: 

i. 800 reservation had number one digit off from Holiday Inn’s.  Not directly competitive, but 800 Reservation could book with other hotels.  

ii. 6th Circuit: Holiday Inn loses b/c the phone number isn’t a TM owned by Holiday Inn.  No advertising took place by competitor – they aren’t creating the confusion.  The confusion already existed.  

4. TM dilution: has existed as a cause of action since 1996. 

a. Elements: 

i. Mark is famous

ii. D is making commercial use of the mark in commerce

iii. Use of the mark began after the mark became famous. 

iv. Use of the mark dilutes the quality of the mark by diminishing the capacity of the mark to distinguish the mark to ID and distinguish goods & services. 

1. Policy: the value of the mark comes from goodwill that originates from the mark. 

b. Panavision v. Toeppen 

i. 9th Cir, 1998: 

ii. Toeppen registered Panavision.com; when Panavision’s counsel sent letter saying they had a TM in the name, he tried to sell for 13K.  They refused, and he then bought up their other TMs.  

iii. Federal Trademark Dilution Act: owner of a famous mark shall be entitled to an injunction against another person if the other person’s commercial use in commerce of a mark or trade name if such use beings after the mark becomes famous and causes dilution of the distinctive quality of the mark.  §1125(c).  

iv. So Panavision must show: 

1. Mark is famous. 

2. D is making commercial use of the mark (intention to sell back constituted commercial use.) 

3. D’s use began after the mark became famous. 

4. D’s use of the mark diminishes the capacity of the mark to ID and distinguish goods and services.  (Dilution).  

a. Dilution defined as the lessening of the capacity of a famous mark to ID and distinguish goods and services, regardless of the presence or absence of competition between the owner of the mark and other parties and the likelihood of confusion, mistake, or deception.  

b. Here court finds that people could get discouraged b/c they can’t just type in the name of the company.com.  Important: after this case, anyone owning a TM could make an argument that even a fair use of a mark as a domain name could be dilution – don’t have to show confusion. 

5.  Cybersquatting: 

a. 43(d) of Lanham Act: 

i. Person shall be liable in a civil action by the owner of a mark…if….that person: 

1. Has a bad faith intent to profit from that mark, including a personal name which is protected as a mark under this section; and 

a. Registers, traffics in, or uses a domain name that –

i. In the case of a mark that is distinctive at the time of registration of the DN is identical or confusingly similar to the mark or 

ii. In the case of a famous mark that is famous at the time of registration of the domain name is identical or confusingly similar to or dilutive of that mark.  

ii. Show commercial use through offers to transfer, sell, or assign name for financial gain.  

1. If negotiating, better get agreement from other atty that settlement negotiations aren’t going to be used to show bad faith! 

iii. No bad faith if “court determines that the person believed (subjective) and had reasonable grounds (objectively) to believe that the use of the name was a fair use or otherwise lawful. 43(d)(1)(B)(ii).  

b. If P prevails, can get forfeiture, cancellation, or transfer of the name (43(d)(1)(C)); damages (1117(d)).  

i. Can get statutory damages from 1K to 100K per domain name.  OR can elect actual damges. 

1. Damages within the discretion of the DC; and since proving damages can be difficult, electing statutory damages is attractive option.  


c. EB Holdings Co. v. Zuccarini

i. ED of PA: typosquatting case.  Z got typo-squatting domains similar to EBs; he got money from pop-up ads on the cites.  EB sued for violations of ACPA, Lanham Act, dilution and common law SM infringement and unfair competition. 

ii. Court’s finding of harm: some users may not make purchases, may not find website, may be discouraged, etc.  

iii.  Court assesses 100,000 in statutory damages. 

6. With domain names, TM law operates much more extraterritorially – becomes possible that each party could sue in a different jurisdiction and WIN because of different substantive rules.  

7. Overview of Domain Names: 

a. TLDs (edu, com, etc.) 

b. URLs (http:)

c. DNS: master list of Domain Name Services – matching a domain to a number.  

i. Alpha root server has the master list.  

1. ICANN controls the alpha root server – generic and country code TLDs.   

2. (Mirrored.) 

ii. .COM Registry maintained by Verisign 

1. also .NET. 

2. Under agreement from ICANN from 2001.  

d. Registrar (entity that registers) vs. Registry (the list) 

8. DNS structure important for TM b/c names must be unique.  

9. ICANN: 

a. Non-governmental entity  (originally had grant of power from Department of Commerce – where its legitimacy springs from) with a lot power.  

i. would be very easy and very tempting for the company to “clean up” the net.  

ii. Easy for ICANN to impose a $1 fee/domain – becomes taxation without representation.  (Post’s article on “Governing Cyberspace.”) 

iii. ICANN could do a lot more than it does now – could establish other policies that go beyond TM law.  

b. Why not have competition for registries?  

i. Lack of consistency.  Need to have an authoritative registry lists for each of the TLDs.  

ii. We affirmatively don’t want competition here.  

iii. Attempt to have election for some posts failed – servers crashed.  

iv. BUT still, no checks or balances.  

10. ICANN’s UDRP: 

a. 13,000 cases resulting in decisions since 1999.  (most resulted in name transfers.) 

i. Study suggests that it’s biased in favor of TM holders.  

b. ICANN will only accredit registrars if they include agreement to go to UDRP in the Ks with the registrants.  

i. Non-binding if subsequently challenged in court. (if not challenged in court, then it’s binding b/c it happens.) 

c. Purpose of UDRP:  (Par. 1)

i. resolution of conflicts between DN owners and others who may believe they have a right to the name.  

d. Representations: (Par. 2)

i. once you register, you warrant that registration isn’t going to infringe or violate rights of third parties, that you’re not registering the DN for an unlawful purpose, and won’t knowingly use the DN to violate laws or regulations.  

e. Mandatory Administrative Proceedings  (Par. 4)

i. If a complaint is made, must submit to the proceeding.  

1. (Just about anyone can file the complaint – but person who’s supposed to file is the TM owner.) 

ii. Complaints can be made for: 

1. DN is identical or confusingly similar to TM or SM in which the complaintant has rights. 

2. You have no right or legit interest in the DN.  

3. Your DN is already registered and is being used in bad faith.  (Cybersquatting, etc.) 

iii. Complainant has to prove every element is present. 

1. Must prove that the registrant has no legitimate rights or interest in respect of the name (as opposed to ACPA, where legitimate rights will help balance any bad faith.) 

iv. Complaint is examined; Respondent can file response.  An administrative panel  of 1-3 people makes the decision.   

1. Complainant decides which provider to use for resolution (WIPO favors TM owners, for example.) 

2. There are no oral presentations.  Everything is electronically filed – very fast.  

3. Don’t have to worry about jurisdiction – all contractual.  

f. Possible to also go to court proceeding: 

i. UDRP doesn’t prevent parties from submitting their dispute to a court of competent jurisdiction before or after the proceedings.  (If Registrant loses, can file suit.) 

ii. If the panel decides registration should be cancelled, will wait 10 days to see if suit follows (won’t take action during that time unless there’s been a resolution.) 

g. Barcelona.com v. City of Barcelona

i. 4th Circuit, 203 – collision of UDRP with US TM law.  

ii. Spanish national registered Barcelona.com with the intent of creating a business.  Posted a little Barcelona information on the site; emailed mayor of Barcelona offering to sell the city the domain name. Later, lawyer for city demanded transfer.  (City Council owned 150 TMs in Spain, most of which had Barcelona in them.) 

iii. City invoked UDRP to resolve the dispute, and agreed to be subject to the jurisdiction of the registrant’s residence – Virginia – only with respects to challenges of the UDRP ruling.  

1. UDRP, rule 3(xiii): complaint shall be submitted in e-format…state that the complainant will submit with respect to any challenge sot a decision in the administrative proceeding…to the jurisdiction of the courts in at least one specified Mutuall Jurisdiction. 

2. Which is how they end up fighting it out in a DC in VA.  

3. WIPO panelist concluded that domain should be transferred.  

iv. The cause of action here was a reverse domain name hijacking claim.  

1. Legit DN for P to own 

2. D took from P inappropriately 

v. 4th Circuit: no deference to UDRP proceedings.  

vi. Found that under Lanham act, geographical  mark not entitled to protection – no such thing as a world market.  So use of Barcelona.com isn’t unlawful.  

h. AOL v. Chih-Hsien Huang

i. ED of VA, 2000: issue is whether a CA D who used the Internet to register an infringing domain name with the registrar in VA is subject to suit in VA.   

ii. CT: contact with NS wasn’t sufficient for jurisdiction – while had K relationship, it’s settled law that a K between the resident of a forum state and nonresident D isn’t sufficient for minimum contacts.  

1. Look at circumstances of the K negotiations, relationship the K has with the forum.  (Nothing negotiated here – click through.) 

2. Suggests that real negotiations might be enough. 



iii. In Rem Jurisdiction over DN disputes: ACPA

1. Statute: 

a. In in rem action, DN shall be deemd to have its situs in the judicial district in which: 

i. DN registrar, registry, or other DN authority is located

ii. Documents sufficient to establish control & authority over the DN are deposited with the court. 

b. Remedies: limited to court order for the forfeiture or cancellation of the DN or transfer of the DN to the owner of the mark.  

2. CNN v. Cnnews.com 

a. ED of VA, 2001

i. CNN sues Chinese company which operates website cnnews.com.  

ii. Maya (operating cnnews.com) assets choice was reasonable; most people who access site have never heard of CNN.  

iii. Court analysis to see if in rem jurisdiction is proper: 

1. Action is brought in right forum

2. In personam jurisdiction doesn’t exist

3. Determines in rem jurisdiction is proper.  

iv. THEN check to see if comports with due process under Shaffer: 

1. Shaffer isn’t bar to in rem action.  (But there’s language there to require that all in rem cases conform to same due process constraints as in personam cases.) 

2. CT determines action is true in rem (no requirement for minimum contacts).  

a. Quasi in rem I: like removing cloud on land title. 

b. Quasi in rem II: action unrelated to underlying res.
  


3. GlobalSantaFe Corp. v. Globalsantafe.com 

a. When registrar is located outside the US. 

b. ED of VA, 2003 

c. US DC orders Korean registry to hand over the DN, but Korean court orders registrar NOT to transfer the DN. What does Registrar follow? 

d. US court: claim first in time.  Won’t defer to SK court – order registry to move the DN.  


IV. Cyberlaw & Technology: 

a. Effect of law on technological innovation: 

i. Yochai Benkler: Net Regulation: 

1. Predictions from 2000.  

2. Trademarks were about saving search costs; with the effectiveness of search engines, maybe we don’t need TM online.  Search engines might have developed faster than in the absence of TM regulation.  

3. Important theme is the effect of destabilizing technology: how should we handle this? 

a. Map old rules onto new tech to save the status quo?  (what the law frequently tries to do.) 

i. For example, TM owners resisted more GTLDS – would be more space in which they had to defend their rights. 

b. Another option would have been to chuck the old rules out and accept the declining importance of TMs and limit legal protection to situations where competitors are using the mark to confuse customers.  


b. Problems of Legal v. Technical Regulation: 

i. Looking at the extent to which tech can facilitate the exercise of state power – considering combined role of law & tech in levels of protection of rights.  

ii. James Boyle: Foucault in Cyberspace: 

1. Foucault argued that should focus on the subtle forms of coercion organized around concepts of surveillance and discipline.  

2. Boyle thinks Foucault is a good place to start when talking about the Internet; looks at different US legislation to explain that the state has worked actively to embed or hardwire legal regime into the technology itself.  

3. Striking down of CDA seemed to vindicate libertarian ideas online.  (Command backed by threats had been met & destroyed.) Libertarians had argued that the CDA wasn’t necessary b/c of PICS (voluntary rating system online).  

4. There will be many more similar battles.  State has more power than the “digerati” seem to think, and the technical solutions seem the most attractive – appear to not be subject to the public-private debate.  

iii. La Ligue v. Yahoo

1. Superior Court of Paris, 2000: findings that it would be feasible to get 70% of the French from viewing the Yahoo! Auctions sites. Thus, their order to make Yahoo! Geographically track visitors was good.  

a. But if the tech hadn’t been available, would the court have reached the conclusion that they did?  Does this lead to drive to innovate or to abandon? 

iv. National Football League v. TVRadioNow Corp. (iCraveTV)

1. WD of PA, 2000: Canadian company rebroadcasting American shows online; visitors only had to enter Canadian area code to get the material.  Logs showed that 45% of visitors were American.  

2. Clear infringement of US Copyright Act.  

3. Court grants preliminary injunction – b/c of where the traffic was coming from. 

4. Raises issue: what should the policy of maintaining log files be?  Usually companies have business reasons to keep them, but now there are legal implications.  


v. More on technology affecting laws: 

1. Often think of law as tool for creating & ordering relationships; affirming rights.  

a. But when the law changes, have to know how to evaluate the changes of rights and relationships. 


c. Government Surveillance: 

i. State’s regulatory power is conceded, but technology can affect or influence the policy outcomes.  

1. Tech can help evade regulation

2. Tech can help enforce regulation. 

ii. The 4th Amendment: 

1. Ability of the gov’t to eavesdrop into private spheres.  

a. Should the law draw the line when they’re blurred by technology? 

b. How do we find a balance?  

2. Olmstead v. US (1928): 

a. SCOTUS holds that no warrant required for wiretapping b/c would stretch 4th too far.  

b. Brandeis dissents: “Time works changes, brings into existence new conditions and purposes.”  “In the application of a constitution, our contemplation cannot be only of what has been, but what may be.”  “Progress of science in furnishing the government with means of espionage is not likely to stop with wiretapping.”  

3. Response: Wiretapping statutes.  Privacy of telephone communications became an interest protected not (initially) by the 4th A, but by statute.  

4. Katz v. US (SCOTUS): 

a. Shift to privacy model; wiretapping of phone booth without  warrant.  The court reverses Olmstead.  

b. Harlan’s concurrence: subjective expectation of privacy that society finds reasonable – objective & subjective components.  

5. Kyllo v. US (SCOTUS): 

a. Return of “place” into the court test.  

b. Agents used infrared vision to see grow lights.  

c. Government uses device that isn’t available to the public widely – flip side of “plain view.”  Information couldn’t have otherwise been obtained without physical intrusion into a constitutionally protected area.  

d. Problem with the case is that it depends on the tech not being generally available to the public.  What’s permitted and what’s not could change.  

iii. Destabilizing changes in surveillance technology: 

1. CALEA

2. Gov’t interference with encryption.  

3. Lessig argues that government should be involved in tech development to make sure our values are upheld.  


d. Effect of Technology on Copyright Protection
i. Background of Copyright Law: Utilitarian

1. Based on Constitution which authorizes Congress to “promote the Progress of Science and useful Arts, by securing for limited times to Authors and Inventors the exclusive Right to their respective writings and discoveries.” 

a. Grant of limited monopoly as incentive to people to create new works.  

b. Copyright Act extends to musical, dramatic, AV works, and sound recordings, etc. 

i. Does not extend to idea, concept, principle, but extends to the EXPRESSION of that idea in a tangible medium. 

c. Two requirements: originality & fixation in a tangible medium of expression.  

d. Don’t have to register to get protection, or have notice.  Don’t even have to publish.  

ii. Copyright Act provides certain rights to CR owners: 

1. Right of reproduction, distribution, public performance, public display, preparation of derivative works.  

iii. Digital age makes copying cheap and easy – can manufacture perfect copies at low cost. Provides motive for CR owners to go after companies that make the tech possible to make the copies.  



iv. Policy of Digital Rights Management: 

1. Raising the issue of who to trust more: Government or the CR owners? 

2. Positives: 

a. Tech will enforce rights and parties can avoid litigation. 

b. Lower prices for consumers.  

3. Negatives: 

a. Impinges on statutory use rights (if the product is programmed that way)

b. There’s a potential loss of privacy. 

i. Fine-grained copyright ownership price discrimination allows for collection of a lot of information. 

c. Market doesn’t correct itself in copyright setting. Can’t go elsewhere to get the work.  

v. Infringement-Facilitating Devices: 

1. Copyright Act itself doesn’t expressly render anyone liable for facilitating act of infringement by another.  Courts in these situations apply CL principles to find liability.  Two main types: Contributory or Vicarious.  

2. Sony Corp v. Universal City Studios (SCOTUS, 1984)

a. The Betamax case.  Studios sue over VTRs.  Making contributory liability arguments.  

b. Court: No contributory infringement IF the product is widely used for legitimate, unobjectionable purposes.  Can simply be capable of substantial non-infringing use of have capacity for commercially significant non-infringing uses. 

i. Very relevant that many artists (Fred Rodgers) weren’t objecting to “time shifting” but instead were encouraging it.  

3. DMCA: 

a. makes it illegal for circumvention of CR protection & manufacture, import – make technology available to circumvent copyright protection.  

b. DMCA statutory protections: 

i. Access protection: [descrambling scrambled work, decrypting encrypted work, etc.] 

1. 1201(a)(1)(a): 

a. no person shall circumvent a technological measure that effectively controls access to a work protected under the title.  (Hacking provision.) 

2. 1201(a)(2): no person shall manufacture, import, offer to public, provide, or otherwise traffic in any technology, product, service, device, component, or part that is designed for purpose of circumventing tech measure that effectively controls access or has only limited commercially significant purpose or use other than to circumvent technological measure.  

ii. 1201(b): unauthorized reproduction: 

1. to protect “right of the CR owner.”  Not just reproduction right.  

2. [bypass protection: circumventing protection given by technological means.] 

iii. These are disjunctive in (a) and (b) ( only need to violate one of the provisions to be liable.  

iv. Civil remedies (1203): can go to court.  

v. Criminal penalties (1204): can be fined LOTS of money (up to $500,000 and five years in prison for first offense) or million dollars or 10 years for subsequent offenses.  

1. Saving grace: requirement of intent – that actions be willful.  
2. What’s willful? One court has said it should be interpreted like CR law: D is OK so long as has subjective good-faith belief in the lawfulness of his activies.  

a. No reasonableness standard.  

vi. balance: librarian of Congress engages in rule-making proceeding where he can exempt out certain classes of work from protection under 1201(a)(1): 

1. if look like fair/legit uses, have made exceptions for things like malfunctioning protection measures, investigation of sites blocked from filtering software, etc.  

2. Also, exceptions in d, e, h, i.  

3. Individuals can also circumvent measure in order to protect rights.  So technologically savvy can engage in fair use ( but can’t give/get tools to do so.  


c. Real Networks v. Streambox: 

i. Circumvention of access control liability ( not contributory case.  

ii. Holder of the technology, not only the CR owners, have standing to bring suit under DMCA.  

iii. Mimicking secret handshake to disable copyswitch of RN. Ct finds the only reason for Streambox to do this is to allow end-user to do end-run around copy protection.

iv. Handshake and switch are both technological measures to protect the work – violations of 1201(a) and (b).   

v. Ct grants injunction.   

d. Universal City Studios v. Corley (2nd Circuit)
i. DeCSS case: Universal alleges violation of Anti-Trafficking (1201(b)) provisions of DMCA.  

ii. Corley had posted link to DeCSS and had posted the code. 

iii. Corley args that statute should be narrowly interpreted to avoid Constitutional issues – 

1. 1201(c)(1) could be read to allow circumvention of encryption when material will be put to fair use. 

a. Court rejects: DMCA targets circumvention. 

2. 1201(c)(4): should force narrow reading b/c says “nothing in this section shall enlarge or diminish any rights of free speech or the press for activities using consumer electronics, telecommunications, or computing process. 

a. Court rejects: this language is clearly precatory – Congress can’t diminish these rights if they wanted to. 

3.  Argues that individual who buys DVD has “authority of CR owner” to view the DVD and thus is exempted when buyer circumvents encryption. 

a. Court rejects: this is misreading the subsection.  There’s no evidence that studio has authorized (explicitly or impliedly) DVD owners to circumvent encryption.  This is about copying DVDs, not watching them.  

iv. Corley’s Constitutional Arg: 

1. Congress exceeded authority.  (But this was only raised in a FN, and court won’t address it.)

2. Alleges DMCA violates the 1st A b/c computer code is speech entitled to full 1st A protection. 

a. Court: it is speech, but not entitled to the same protections as regular speech.  More like math formulas or musical scores.  

b. Scope of protection: Content-neutral restriction is permissible if serves substantial governmental interest, the interest is unrelated to suppression of free expression, and the regulation is narrowly tailored: in this context “requires that the means chosen don’t substantially burden more speech than is necessary to further the government’s legitimate interests.”  

c. Review other types of protection for speech, too.

v. Corley’s Link: 

1. Equated with trafficking.  

2. Bookstore analogy: Acting like a distributor of the material.  

3. End up with a different definition: 

a. Requires clear and convincing evidence that those responsible for the link: 

i. Know at the relevant time that the offending material was on the linked site, 

ii. Know that it is circumvention tech that may not lawfully be offered

iii. Create or maintain the link for
 the purpose of disseminating that tech.  

vi. Court rejects “unduly burdening fair use” argument b/c SCOTUS has never said fair use was constitutionally required.  


vi. Roles of ISPs and other Intermediaries: 

1. Liability for Defamatory Content: situations where people have engaged in defamatory speech online.  Instead of suing the parties, defamed company sues the ISPs. 

a. Why?  Deeper pockets, ISP might have info about the person who spoke. 

b.  Cubby v. Compuserve: applying CL rule. 

i. forum on CS published “Rumorville USA,” CS doesn’t review the contents before publishing.  Ps claim there was false and defamatory statements  and sue CS and DFA (party who uploads the Rumorville information).  

ii. Issue comes down to whether CS is distributor or publisher.  Different standards of liability.  

1. Publisher: must show that the party is a publisher. Strict liability.  

2. Distributor: must show that they knew or had reason to know whether the material was defamatory. 

c. Stratton Oakmont, Inc. v. Prodigy: 

i. More CL ruling. 

ii. b/c prodigy had some control over what was uploaded, they’re held to be a publisher, not a distributor.  [just held themselves out to have the control – even if they didn’t have the control!]

2. Communications Decency Act of 1996

a. Intended to reverse Stratton Oakmont.  

b. §230(c)(1): 

i. no publisher or user of interactive computer service shall be treated as the publisher or speaker of any info provided by another information content provider.  

ii. There’s a safe harbor for ISPs from civil liability from actions to restrict access to “bad” material.  

c. Policy: goal of CDA was to encourage filtering by ISPs and removing liability takes away the cost associated with controlling content.  But under Zeran holding, ISP has no incentive to take down material.  If they did, someone whose speech was censored would object.  

3. Zeran v. AOL: 

a. OK City T-shirt case.  

b. Zeran argues that immunity under CDA only eliminates publisher liability, leaving distributor liability intact, but court disagrees b/c distributor liability is only a subset of publisher liability.  

4. But: Grace v. eBay: court opines that 230 applies only to publisher, not distributor liability.  (minority opinion.) 

5. Most courts interpret immunity broadly.  Only way to hold an ISP liable for the content on their server is to find the ISP is itself the author.  

a. Use “information content provider” to make the argument.  Avoid calling AOL the ISP.  

b. Blumenthal v. Drudge

i. Attempt to argue AOL was the author b/c paid Drudge for work.  But court finds AOL was immune – distinctions between publisher & distributor are unavailing. 

e.  
Applying ISP immunity doctrine to IP areas: 

1. Religious Technology Center v. Netcom: 

a. Scientology tracts uploaded to Usenet.  Scientologists sued Erlich for direct infringement, as well as Netcom and his BBS.  Sued Netcom for contributory & vicarious infringement.  

b. Direct infringement: 

i. Strict liability.  

ii. Ct: Netcom is like copy machine owner.  Ridiculous to hold them liable.  There already is a direct infringer. 

c. Contributory liability: 

i. Requires a direct infringer. 

ii. Requires knowledge.  (Actual or constructive) and

iii. Substantial or material participation in infringement.

iv. Ct: question of fact about knowledge and participation. 

d. Vicarious liability: 

i. Requires a direct infringer.  

ii. Requires monetary gain

iii. Right & ability to control or supervise. 

iv. Ct: no evidence. 

2. DMCA § 512
a. Limitations on liability relating to material online.  
b. ISP safe harbors: 512. 
i. There are four types.  
ii. A: transitory digital network communications 
1. Doesn’t require notice and takedown of content.  Basically, ISP isn’t liable for transmitting, routing, or providing connections if: 
a. ISP didn’t initiate the transmission, didn’t select the material, didn’t select recipients, didn’t retain copy longer than necessary, didn’t modify material.  
iii. B: system caching 
iv. C: information residing on systems or networks at the direction of users
1. “notice and takedown” 
2. storage safe harbor – ISP isn’t liable so long as: 
a. doesn’t have actual knowledge that system contains infringing materials, receives no financial benefit from infringing activity, responded expeditiously to remove or disable access to infringing materials after receiving notification. 
3. User option: 
a. ISP sends notice to subscriber, who has choice: can let it slide or send counter notice to ISP to put the material back up. ISP will notify CR owner that in 10-14 days, the material will go back up. 
b. CR owner can file suit and send notice to ISP; then ISP won’t have to repost the material.  It stays off the web – without the court determining any infringement (yet).   
v. D: information location tools.  
1. Very similar to C.  CR owner must send notice. 

vi. Both C & D require designation of agent of receipt of notice and file this with the CR office.  
1. Vicarious liability is retained in (c)(1)(B) and (d)(2).  
vii. G: replacement of removed material on counternotice of infringer.
viii. F: Misrepresentations: 
1. Anyone who knowingly misrepresents that the material is infringing or it was removed or disabled by mistake or misidentification: 
a. Will be laible for any damages, including costs & atty fees incurred by the alleged infringer, CR owner, ISP.  
ix. Each type has its own requirements.  (Book says there are 5 types, but E is only further protection for A-D for schools; rules slightly different for schools.) 
x. Two common requirements: 
1. Must adopt and reasonably implement (and inform users/subscribers of) policy that provides for termination of accounts of repeat infringers. 
2. Accommodate and not interfere with standard tech measures employed by Copyright owners.  
a. (these are measures used to ID or protect CR works.) developed to any person on reasonable and non-discriminatory terms – don’t impose substantial costs on service providers or buden systems or networks. 
b. But these things don’t even exist yet.   
c. Provisions for subpoenas: 512(h)
3. A&M v. Napster: 

a. Court rejects fair use arguments: 
i. FU depends on: 
1. Purpose & character of use
2. Nature of copyrighted work
3. Amount and substantiality of portion used in relation to work as a whole 
4. Effect of use on potential market for the work or value of the work.  
b. Ps argue Napster is infringing: direct, contributory, vicarious.  

i. Contributory: Napster should have known and (In Sony, there was only constructive knowledge) there was material contribution b/c Napster provided the software. 

ii. Vicarious: direct financial benefit, and had right & ability to supervise user conduct.  

c. No safe harbor: not an ISP.  

4. Aimster: wasn’t ever any non-infringing use – burden on Aimster to come forward with evidence of non-infringing uses.  

5. MGM v. Grokster

a. Grokster is pure P2P system; indices are created by user.  No master server.  Once it’s on the user’s system, no Grokster control.  

b. Court: no contributory or vicarious liability here.  

i. No specific knowledge (so contributory is out the window) and

ii. No material contribution (again, contributory fails)

iii. While there was financial benefit (ads) there was no right or ability to supervise infringer ( can’t block access to individual users, no registration or log-on process.  

c. Court rejects idea that Grokster had duty to police users to their full extent.  Can do so on their own systems, but not go off into others’ computers.  

6. Online Policy Group v. Diebold: 

a. Email archive posted online by Swathmore students.  Diebold sent cease and desist letters to many ISPs, including those connected.  Advised would be shielded if disabled access or removed infringing material.  (It was.)  

i. Note: Even if ISPs sail out of the safe harbors, doesn’t mean automatically liable.  Just must defend with traditional doctrines.  

b. Problem: Diebold misrepresented that the archive contained copyrighted material with no public interest value: but atty didn’t’ ID those prortions – no evidence eto support. 

c. Court: violation of 512(f): knowing misrepresentation that publication was CR infringement.  

i. Standard: party is liable if knowingly and materially misrepresented that CR infringement occurred.  

1. Knowing: actual knowledge, should have known if acted with reasonable care or diligence, or would have had no substantial doubt had it been acting in good faith.  

ii. Why the different standards for third party liability in defamation and copyright: 

1. The differences: 

a. Defamation: 230 confers complete immunity so long as ISP isn’t seen as the information content provider. 

b. Copyright: broader immunity if merely a conduit; but potential for vicarious liability remains. 

2. Options: 

a. Lobbying efforts 

b. Congress values property more than the right not to be defamed; promoting the growth of the internet; don’t want it restrained by liability.  (CDA).  

V. Anonymity & Privacy Interests: 

a. Problems with control over information: 

i. Power of individuals to maintain anonymity

ii. Interests of individuals in preserving privacy 

iii. Tools by which companies can protect their data and restrict competitor access

iv. Scope and limitations on companies’ power to use Ks and other means to protect data


b. Privacy: Patchwork of Protection with Gaping Holes
i. Wiretap, SCA/ECPA Claims
ii. Specific federal statutes (COPPA, HIPPA)
iii. State law: statutes or CL 
iv. FTC assertions of “unfair and deceptive trade practices. 
1. Eg, going after company that violates their own policy.  

c. Control of individuals & Anonymity: 

i. McIntyre v. Ohio Elections Commission: 

1. SCOTUS, 1995: anonymous writings have an important place in the progress of mankind (prevent shunning, protect safety, prevent economic retaliation, etc.): “Anonymity is a shield from the tyranny of the majority.”

2. There is a 1st A right to speak anonymously – extends beyond the literary realm.   

a. But it’s not absolute.  

b. Intrusions to be governed with strict scrutiny: state must have compelling state interest (for content-based restrictions) that is narrowly tailored to achieve that end.  

i. (Requiring name: that’s part of the content.)

ii. “A speaker’s decision to remain anonymous, like other decisions concerning omissions or additions to the content of a publication” is an aspect of protected speech. 

c. Core political speech is analyzed with “Exacting Scrutiny” b/c involves limit on political expression, which is highly valued.  

i. Must have overriding governmental interest, and the regulation is narrowly tailed to serve that interest.  

d. Court applies exacting scrutiny and finds the name isn’t important to the speech: Ohio fails.  

ii. In re Subpoena Deuces Tecum to AOL: 

1. Cir. Ct. of VA, 2000

2. Anonymous company sought ID of John Does alleging they published defamatory material and insider I nfo that was breach of fiduciary duties – AOL contents it unreasonably impairs 1st A.  

3. Legal standard to quash subpoena; whether subpoena is unreasonable request is light of all the circumstances surrounding it that produces an oppressive effect on the entity challenging it.  

4. Ct: Right to speak anonymously online, but that right isn’t absolute (echoes of above).  

a. When a subpoena is challenged, court should only order non-party ISP to provide info of subscriber when: 

i. Court is satisfied by the pleadings or evidence that: 

ii. The party requesting the subpoena has legit, good faith basis to contend it may be a victim of the conduct (and is actionable)

iii. The subpoenaed ID info is CENTRALLY NEEDED to advance the claim. 

5. In this case there’s a breach of duty, so IDs are needed.  No one can be liable unless there’s a duty.  Random people would be protected in this case.  

iii. Doe v. 2TheMart.com

1. WD of WA, 2001

2. Doe motions to proceed under pseudonym and quash the subpoena issued on behalf of 2 and ISP Infospace.  

3. 2TM seeking info on 23 speakers who participated on boards on InfoSpace. 

4. Ct: even non-core speech is protected; apply strict scrutiny. 

a. Four-part test: 

i. Subpoena seeking info was issued in good faith and not for any improper purpose. 

1. Improper: shut people up.  

ii. The information sought relates to core claim or defense. 

1. Where 2TM fails

iii. The identifying information is directly and materially relevant to that claim or defense.  

1. Anonymous posters really don’t affect investors. 

iv. Information sufficient to establish or disprove that claim or defense is unavailable from any other source.  


iv. Problem: b/c ISPs usually the ones fighting the battle, they usually make the determination of the merits of the subpoenas! 

v. Elektra: 

1. RIAA can have subpoenas, but notifications must go out to infringers about what their legal rights are.  This is the first time we see this situation: CR owner sues Does, gets ISP to reveal information – and the ISP must notify individuals to let them make decisions.  

vi. RIAA v. Verizon Internet Services: 

1. DC Cir. 2003: RIAA served Verizon with subpoenas, seeking to ID subscribers it thought were file-sharing.  

2. Verizon makes statutory and constitutional args; Ct only decides the statutory arg.  

a. 512(h) doesn’t authorize issuance of a subpoena to ISP solely acting as a conduit.  [the one arg that decided the case.]

3. Quash of subpoena usually reviewed under “abuse of discretion” standard.  

a. But b/c Verizon args order was based on error of law, there’s plenary review.  

4. Notice and takedown doesn’t apply to ISP acting purely as a conduit.  512(a) doesn’t mention notice & takedown – it is mentioned in the other safe harbor provisions.  

a. RIAA’s arg that ISP is capable of “disabling access” and should qualify – ct rejects. Congress considered disabling access, and 512(j)(1)(A)(ii) authorizes an injunction restraining an ISP from providing access to subscriber who is engaging in infringing activity – a distinct remedy.  Terminating account isn’t the same thing as removing/disabling access.   

5. Nothing in the Act says how we should define if a notification “includes substantially” all the required information.  (B/c RIAA tried to argue that a CR owner can’t satisfy 512(c)(3)(A)(iii) 

6. 512(h) subpoena depends on CR holder having given ISP notification that’s effective under 512(c)(3)(A).  

7. Subpoena power only applies to ISPs in 512(b), (c), (d). 


d. Government Surveillance of Electronic Communications and Related Information. 

i. Want to protect our information from: criminals, society, government, competitors, marketers, ex-lovers, employers.  

ii. Remember: 

1. How the categories & statutes have developed

a. After Katz, Congress responds with Wiretap laws

b. Amended in 1986 to include Electronic Communications Privacy Act (ECPA)

c. ECPA extended reach of Title III to prohibit interception of electronic communications – generally prohibiting public access while giving procedure for gov’t access.  

d. ECPA imposed limits on access to dialing and signaling info

e. Stored communications in ECPA could authorize gov’t acquisition without a warrant (in some circumstances.) 

2. Who they’re protecting against 

3. The information sought to be obtained.  

a. Contents of communications in transit? 

b. Contents of communications acquired in storage? 

c. Envelope information about the contents (routing, etc.) 

iii. Berger v. NY 

1. SCOTUS, 1967: prior to Katz

2. Case establishes procedures officials must follow to get a wiretap.  (Case is about the constitutionality of NY’s wiretapping statute – while ct holds satisfies neutral and detached authority, doesn’t satisfy the requirement of describing the property/area to be seized.  Also, too easy to extend w/o additional showing.) 

3. Elements of wiretap: 

a. Application for warrant 

b. Oath or affirmation

c. By DA, AG, or office above rank of Sgt. 

d. Review by neutral and attached authority 

e. Contains 

i. Probable cause 

1. That search might result in something

2. That specific crime has been or is about to be committed

3. Describing what’s expected to be seized (need details – who, how, what communications) 

4. Length of time it’ll last – needs to be specified. 

ii. Don’t always require that notice will be given.  (Should be notice or exigent circumstances. 

iv. Federal Wiretap Act (1968)

1. Prohibits any party from acquiring certain types of protected communications

2. Sets out procedures for law enforcement to follow to get judicial authorization (MUST follow to get warrants) 

3. At time of enactment, dealt primarily with phone tapping. 

4. 1986 amendments: 

a. extends protections to electronic communications – ECPA.  

b. Added separate provision for acquisition of stored wire and electronic communications (this is what’s often referred to as the “Stored Communications act” or ECPA. 

c. Also added provisions regarding pen registers and track-and-trace devices (this is envelope information, such as the number being dialed.) 

i. Recently expanded to explicitly include information BEYOND dialing and signaling information.  

v. FISA: 

1. Separate statutory regime, dealing with acquiring foreign intelligence information.  

a. Includes info relating to US protecting against attacks or other hostile acts by foreign powers.  

b. Statute creates special court to hear requests for orders approving of electronic surveillance.  The secret court doesn’t require showing of probable cause; orders approved on finding of PC that target of surveillance is a foreign power! 

i. Katz left open whether PC should apply in international cases. 

c. US citizen can only be considered agent of foreign power when: 

i. Engaging in clandestine intelligence activities on behalf of foreign power OR 

ii. Activities related to sabotage or international terrorism. 

vi. Difference in treatment of electronic communications:

1. Oral & wire can be intercepted if provide evidence of particular kinds of felonies (the really bad ones). 

a. Electronic communications can be intercepted for any felony. 

2. Remedies: 

a. Oral/wire: statutory suppression remedy. 

b. Electronic: most courts hold no parallel suppression provision. 

3. Review of warrant: 

a. Electronic communications: any atty in federal gov’t.  However, as matter of DoJ policy have followed same protocol as in oral/wire. 

vii. Remember: 

1. 4th A doesn’t apply if not intrusion by government or if there’s no reasonable expecation of privacy in the communication.  

viii. US v. Miller: 

1. SCOTUS, 1976: 3rd party subpoena

2. Miller conspired to defraud US of tax revenues through unregistered still; banks subpoenaed for records.  Handed over without notifying Miller.  

3. Court: these aren’t D’s private papers.  They’re the bank’s records, not entitled to any protection. Information has been turned over to a 3rd party – your confidence that won’t be betrayed doesn’t mean info won’t be turned over.  

a. 4th doesn’t apply – no warrant necessary.  

4. (BUT: after the case Congress adopts “right to financial privacy act” – compromise between bank consumer rights and needs of gov’t.  Contains strict provisions for administrative subpoena requiring subject be notified, state procedure to be used in challenging.) 

ix. Information-seeking Analysis

1. Entity seeking information? 

a. Government or private

2. Type of information sought? 

a. Content or noncontent

3. Manner of obtaining it? 

a. Interception in transit or acquisition in storage

4. Means of obtaining it? 

a. Legal compulsion or voluntary disclosure.  


x. Stored Communications Act: 

1. Created in 1986 as part of the ECPA – means of supplementing 4th A privacy protections online.  

2. Patchwork effect: 

a. ECS Electronic communication service

i. Any service that provides the ability to send or receive wire/electronic communications

b. RCS remote computing service 

i. Provision to the public of computer storage or processing services by means of an ECS.  

1. Theofel case: takes opened email and pushes into another category – leaves other content files being stored or processed as the subject of RCS.  

c. NOT covered: 

i. Home computers (b/c already protected under 4th).  Kerr  article argues “statutory protections aren’t needed.”  BUT: need protection against private parties!

1. Would have to look to computer fraud & abuse act (CFAA) for private right of action. 

ii. Opened email still on server: 

1. Big debate.  Justice Dept. treats as outside storage definitions.  

d. Chart, p. 19.  

i. Huge gap between public provider & voluntary disclosure.  NOT covered.  

3. §2702: rules to govern whether provider can disclose information to gov’t voluntarily.  

a. Restrictions only on the providers that provide services to the public. 

4. §2703: provides rules that the gov’t must follow when seeks to compel provider to disclose information.  Completely different standards.  

a. To compel ECS to disclose contents of communications in possessions that are in “temporary storage” of 180 days or less, gov’t must obtain search warrants. 

b. If it’s for greater than 180 days, there’s requirement of: 

i. Subpoena (weak)

ii. Ct order (middle)

iii. Search warrant (highest protection).

iv. 2703(d): provides that gov’t must seek ct order – must provide “specific and particular facts showing that there are reasonable grounds to believe that information to be compelled is relevant and material to ongoing investigation.”  

5. Noncontent records fairly easy to get – for both ECS and RCS – several ways for gov’t: 

a. Get consent of user

b. Submit formal written request.  

i. For info that’s not as private: info about the user, long distance connection records, records of session times and durations, length of service, phone or subscriber numbers, means and source of payment.  

6. No real remedy; would have to allege violation of the 4th A.  But Miller seems to suggest that the 4th A wouldn’t apply.  

xi. Pen Registers & Trap and Trace Devices: 

1. Smith v. Maryland: 

a. Pen register information isn’t protected. 

2. Pen Register Statute, p. 594

a. Must obtain court order before getting one

b. Court will grant if determines atty for gov’t has certified “that the information likely to be obtained is relevant to ongoing criminal investigation.”

c. Must specify: 

i. Id of person whose phone it is

ii. Id of person who’s being investigated

iii. Attributes of the communications 

iv. Statement of the offense 

d. Good for 60 days; extensions could be granted but must apply again.  Extension can’t exceed 60 days. 

xii. ER monitoring: 

1. Title III, SCA, and pen/trap statute all apply to private as well as gov’t.  But in reality don’t offer much protection against ERs monitoring communications through ER-owned facilities.  

a. Each statute exempts service provider conduct of some sort.  (p.595)

b. Statutes exempt any monitoring if a party has consented.  

2. Fraser v. Nationwide Mutual Insurance Co. 

a. Terminated b/c of access to email.  

b. B/c Nationwide provided the service, they were implicitly authorized to access the communication on their servers under 18 USC 2701(c).  

i. Can’t share it – that’s why we have 2702 and 2703.  But can’t be liable for accessing it.  And the ER counts as the provider.  

ii. Note: ER right to inspect might not extend to purely personal communications.  BUT: probably no expectation of privacy unless taking specific steps like encrypting.  

3. Smyth v. Pillsbury Co. 

a. Wrongful dismissal suit: made inappropriate communications via email despite assurances that it was private.  

b. Ct: Even if there is an expectation of privacy (which there wasn’t), a reasonable person wouldn’t object to ER reading email!  

c. Company’s interest in preventing unprofessional/illegal conduct outweighs the privacy interest.  

d. In Pennsylvania, must show that the invasion was substantial and highly invasive.  

4. Konop v. Hawaiian Airlines

a. 9th Circuit

b. Konop alleges that HA viewed secure site w/o authorization, disclosed contents and took other actions in violation of the Wiretap Act.

i. Court: to violate wiretap act, must acquire during transmission, not while in electronic storage.  Here, info wasn’t acquired during transmission.    

c. Also argues violations of SCA: 
i. Must show: 

1. Intentional access

a. Not defined in statute. Use common sense. 

2. Without authorization 

a. List of people authorized here – could be contract.  Could find authorization through number of ways; unauthorized through number of ways. Not just hacking. 

3. A facility through which an electronic communication service is provided

a. Defined in 2510:  ECS is any service which provides to users the ability to send or receive wire or electronic communications – in this case, the web server.  

b. Who makes determination? If expand, then give website owners the ability to determine what’s authorized or not.  

4. Obtains/prevents access

5. To a wire or electronic communication 

6. While in electronic storage.  

a. Problem is definition.  Storage is: 

i. Any temporary or intermediate storage incidental to the electronic transmission thereof and 

ii. Any storage of such communication by an ECS for purposes of backup protection of such communication. 

iii. Doesn’t seem to apply to website.  

ii. Statute was meant to prevent access of communications, not just stored data.  Hacking into facility that provides communication services.  

d. Court: b/c of issues with whether pilots accessed or not, there’s issue of fact as to whether they’re “users” according to the statutes.  

e. Real debate in case is over exception: whether (a) applies to pilot who never logged in and never consented to the terms.   

f. Problem with the statute: putting square pegs in round holes.  Until Congress changes statutes, this will continue to happen.  

xiii. Transaction-based Monitoring: online profiling and collection and use of personal data.  

1. Policy: 

a. Under what theories can we provide protection of personal data?  

i. Property right:  

1. Personal choice.  People can decide if they want to sell their info or not. 

2. Issue becomes who gets it.  A data aggregator could also claim a property right! 

3. Individuals generally have right to exclude, so it seems like property right.  (Samuelson)

4. Reasons against: to give property rights to something that’s more like a civil right would be “morally obnoxious.”  Like vote-selling.  

a. Samuelson argues should treat like Trade Secrets.  

i. But similar objections vis-à-vis civil liberties: 

ii. Civil liberties: 

1. Protection of privacy serves values of autonomy, dignity, and equality, and we generally don’t let people waive their civil liberties.  

b. Various principles of privacy protection: 

i. Transparency.  Should provide notice of activity.  [hippa, libraries, etc.]

ii. Security.  Data should be secured so that collectors & aggregators have obligation to secure data, so can’t be accessed without authorization.  [should come from statute.]

iii. Access.  People should have access to the data collected about themselves.  [Child Online Privacy Protection Act.]

iv. Choice.  People should be able to decide for themselves if they wait their info to be collected.  [US uses opt-out model.] 

c. EU model has much more comprehensive approach: adheres to the principles, and bars completely some practices. 

i. Requires companies that export data to only do so with companies that meet privacy protection requirements: 

ii. US has FTC “safe harbors” – through negotiations with US reps, EU has signed off on these as “adequate.”  But not laws! Just safe harbors.  Companies say they’re willing to comply.  (if leak, then go after the EU company that’s doing business with the US company!) 

2. Online Profiling:

a. In re Doubleclick Inc.  

i. SDNY, 2001: third party cookies.  

ii. Three participants in the system: the user, the DC affiliate and DC.  

iii.  Ps contend: 

1. 2701 violation:  placement of cookies on HD constitutes “unauthorized access.” 

a. But court says websites are the users and they’ve consented. 

b. Test: 

i. What is the relevant ECS?  (Court: Internet Access) 

ii. Were the websites users?  (Court: Yes, b/c they’re authorized to use the internet by the ISP!) 

iii.  Did websites give DC sufficient authorization to access the communications intended for the websites? (Court: Yes – was authorized.) 

iv. To extent cookies were electronic communications, they’re outside the scope of Title II – access is authorized.  (Court: cookies aren’t in temporary storage.  Look at the temporary v. permanent storage from statute.) 

2. Wiretap Act violation: “communication was consensual” and wasn’t for any tortious purpose.  

a. Court: it’s OK when the parties have given prior consent, as lnog as not for criminal or tortious purposes.  

b. Proper claim would be any person who intentionally intercepts, endeavors to intercept, or procures any other person to intercept.  

b. Dwyer v. AmEx: 

i. Power of data aggregation: Ps have no claim for privacy invasion tort b/c commercial exchanges don’t qualify for seclusion tort (have already given information to someone), and appropriation of another’s name or likeness isn’t appropriate b/c name isn’t valuable by itself, only in aggregate! 

ii. Case is interesting b/c it’s giving property interest to the name/info – but in the company’s favor.  


3. Controlling Access to Information 

a. Companies can do this through contracts: shrinkwrap, clickwrap, browsewrap.  

i. These are enforceable unless there’s a bad term or unconscionable forum selection clause or arbitration agreement.  

ii. Enforced even on back of ticket for cruise or parking.  

b. Ks require offer, acceptance, consideration 

c. Substantive Contract Terms: 

i. ProCD: 

1. had shrinkwrap and clickwrap.  Enforced.  

ii. Specht v. Netscape Communications. 

1. No “reasonable notice” to consumers – was at the bottom of the page where they were downloading.  

d. Terms & Conditions of website: 

i. If arguing, remember “reasonable notice” from Netscape case.  

ii. In the case law, courts tend to enforce with business partners, but not with consumers.  

e. Computer Fraud & Abuse Act:

i. US v. Morris:  exceded authorization of his use by releasing worm, even though he did have authorization to use the computer he released it from. 

ii. AOL v. LCGM: Ds sent spam to AOL customer.  Ds violated CFAA by intentionally accessing protected computer without authorization and causing damage.  

iii. EF Cultural Travel v. Explorica: exceeded authorized access to site in violation of CFAA.  

	Type of Technological Protection Measures that: 
	Protect Access
	Protect Rights

	Individual Acts of Circumvention
	1201(a)(1) – Prohibited with LoC exceptions

Characterizing devices as either access protection or measures that protect rights of the CR owner is very messy in the DMCA.  
	Not Prohibited  -- congress thought individuals should be allowed to circumvent write protection – will allow fair use (or some sort).  IF you’re savvy enough.  But it’s prohibited via tools!  (Why?  We don’t fear the fair user.  Fear the big guys).  

	Manufacturing or distributing devices that 

a) are primarily designed to circumvent

b) have only limited comm. Purpose other than to circumvent OR 

c) are marketed for use in circumvention
	1201(a)(2): prohibited  (potential exceptions within 1201) 
	1201(b) – Prohibited 

(potential exceptions within 1201).  


	
	Pro CD
	Ticketmaster
	AOL v. LCGM

	K involved in the claim or between the parties? 
	Breach of K action

Shrink & Click wrap agreement not to use info for commercial purposes.  
	Crawler, robot, spider.  TM information but they’re engaging in deep linking.  Ct thinks only the K claim can stand.  
	Harvesters.  

	Offer and Acceptance? 
	Clicking OK on the shrinkwrap agreement.  (Assent when don’t take it back to the store ( reasonable time to reject goods)  Right to return is integral. 

( but what about the right to return?  Hard to. Send back to manufacturer. 
	The K comes from the terms of use agreement.  (“Browsewrap”) 

And when sent letter, they reject. (that was more overt.)  Hurts them when they use the TM site over and over again.  

Breach case is still alive; withstood dismissal.  
	NOT a breach claim: CFAA – how do we  know what level of authorization the parties have.  It’s K.  user agreement.  

	
	Sprecht v. Netscape
	Register.com v. Verio
	Explorica v. EF 

	· Class action about a K arbitration. 

· Clickwrap/ browsewrap agreements.   To bind to this type of agreement, must have “reasonable notice” to the individual that they’re engaging in activity that is manifest assent to the terms.  “By downloading this, you agree to these terms.” 
	· Alleging ECPA, computer fraud abuse claims.  (Case about cookies.) 

· Problem: put the K below viewable area.  No real consent.  

· Browsewrap.  
	· K claim, trespass to chattels claim. 

· Harvesting whois data.  As getting the information, get the terms of use.  Problem: one time screw-up would be OK b/c wouldn't know the policy.  BUT here, have done it thousands of times. 

· Ct: Verio’s repetition is the problem: put on notice.  The apple stand metaphor.  

· [register.com is required by ICANN to allow whois.; register.com has actually exceeded ICANN’s permissive terms, but ct doesn’t care.]
	· reasonable expecations at TC but the court of appeals said no.  Enforce the specifications.  

· But in the context of the case, may make sense, but think about it form user PoV.  Perhaps people are now noticed can obtain level of federal protection for information policy choices that aren’t made by government. 

· Private ordering situation( backed up by federal law.  
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